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Abstract — Vulnerabilities propagate across open-source soft-
ware (OSS) ecosystems through code reuse. However, existing
vulnerability management tools often analyze repositories in iso-
lation. Variant analysis can identify semantically similar vulnera-
ble code at scale, but current workflows remain largely manual
and expert-driven. To address this, we propose Automated Vari-
ant Analysis (AVA), a retrieval model that leverages known vul-
nerable code snippets and their corresponding patches to identify
unremediated variants across OSS repositories. AVA generates
vulnerability-preserving variants, represents code with Tree-sit-
ter-based Token Projected Graphs (TPG), and trains embeddings
using a patch-weighted supervised contrastive loss. Our results
show that supervised contrastive training improves discrimina-
tion between vulnerable and patched code, while graph augmen-
tation can reduce separation by pulling structurally similar
vulnerable and patched samples closer together. These findings
demonstrate that real-world patches can provide scalable super-
vision for detecting reused or modified vulnerabilities across OSS
ecosystems, supporting remediation beyond the repository where
a flaw was originally discovered.

Keywords — Open-source software, variant analysis, code clone
detection, contrastive learning, code embeddings.

1. INTRODUCTION

Open-source software (OSS) is implemented in 70-90% of
modern applications, generating an estimated $8.8 trillion in
value by enabling collaborative reuse [1], [2]. However, the
widespread adoption of OSS introduces supply chain risks. 87%
of commercial codebases contain vulnerabilities due to copied,
reimplemented, or modified OSS code [3]. Security teams often
rely on vulnerability management tools to identify and mitigate
these risks [4].

The vulnerability management lifecycle involves scanning
repositories, validating findings, and executing risk-based
prioritization (based on a flaw's severity and exploitability) [4],
[5]. However, traditional scanners are often limited to a single
OSS repository [5]. OSS code can propagate across repositories
through copying, adaptation, and reuse, but security patches do
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not necessarily also propagate [5]-[7]. Consequently, a
vulnerability may be fixed in one repository while unpatched
instances persist elsewhere. Variant analysis addresses this gap
by using a known vulnerability as a seed to retrieve semantically
similar flaws, a critical capability given that over 40% of zero-
day vulnerabilities are variants of previously reported issues
[7]-[9]. However, current variant analysis often remains a
manual process requiring expert query construction [10].

To address this gap, we propose Automated Variant
Analysis (AVA), a retrieval framework that uses known
vulnerabilities and their patches to automatically identify
unremediated variants across OSS repositories, removing the
need to manually specify retrieval logic per disclosure. This
study examines whether real-world patches can provide
scalable supervision for variant analysis and whether structural
augmentation improves discrimination of vulnerable code from
its patch.

II. LITERATURE REVIEW

A. OSS Vulnerabilities

Recent OSS vulnerability research primarily focuses on
single-repository detection, framed as a binary classification
problem, using standard benchmarks and language-specific
datasets [11]-[15]. While research demonstrates that
vulnerabilities can extend beyond individual repositories [16],
[17], it does not address how vulnerabilities can propagate as
variants across OSS. To capture vulnerability semantics, pre-
vailing literature often relies on structural representations, pri-
marily Code Property Graphs (CPGs) [11], [15]. However,
CPGs require language-specific parsers and full compilation
pipelines [12]. Extant CPG methods do not scale effectively
across OSS ecosystems and often fail when analyzing incom-
plete or uncompilable code snippets. Parallel to these structural
approaches, the literature has also heavily explored pre-trained
models. These models provide a strong foundation for
vulnerability tasks because they have already learned general
code representations [18]. Therefore, we review pre-trained



code-embedding models to determine how we can use them for
variant analysis.

B. Pre-trained Code Embeddings

Pre-trained code embeddings capture syntactic and semantic
properties without task-specific supervision [18], [19]. These
often include sequence-based models that process flat tokens
and structure-aware models that incorporate structural data,
such as Abstract Syntax Trees (ASTs) or Data Flow Graphs
(DFGs) [18]-[22]. However, prevailing code embedding
models are not pre-trained to capture vulnerable code, meaning
their representations may not capture the security-relevant
patterns for variant analysis. Furthermore, these models often
rely on flat sequence inputs while industry tools such as
CodeQL and Semgrep demonstrate that structural context is
essential for detecting vulnerability semantics [9]. However,
these tools rely on rigid pattern matching that is brittle against
complex variants [9], motivating our review of clone detection,
which targets semantic rather than structural similarity.

C. Vulnerable Code Clone Detection

Code clone detection is widely repurposed in the security
context to identify modified vulnerable code [23]-[26]. Rather
than looking for exact textual matches (Type-1) or simple
variable renaming (Type-2), vulnerable code clone detection
specifically targets Type-3 (near-miss structural) and Type-4
(semantic) clones, as these retain vulnerable logic despite
syntactic differences [25]. Identifying these variants requires
capturing vulnerability semantics to distinguish between a
vulnerable snippet and its patched counterpart. This distinction
is difficult because vulnerabilities often hide within localized
data flows or single lines of a large function. Because
vulnerable and patched code exhibit such high similarity,
current clone detection methods still rely heavily on traditional
static analysis to capture these subtle differences [26].
Furthermore, while general clone detection benefits from large
datasets, data curated specifically for vulnerable clones remains
scarce due to the extensive manual verification required. To
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Fig. 1. Proposed Research Design

Automated Variant Analysis (AVA) Model

address this limitation, we turn to contrastive self-supervised
learning, which we will review next.

D. Contrastive Learning

Contrastive learning mitigates labeled data scarcity by
applying semantically preserving augmentations to generate
positive training pairs [27]-[29]. These synthetic clones enable
the model to derive supervision signals during pre-training.
Traditionally implemented via Triplet Loss to evaluate anchors
against positive and negative samples, the objective function
maps code into a latent space by pulling semantically similar
snippets together and pushing different ones apart [30].
Although extant approaches demonstrate that contrastive
learning can capture vulnerable code semantics, these methods
rely on injecting artificial vulnerabilities inspired by Common
Weakness Enumeration (CWE) patterns [29]. While artificial
vulnerabilities provide the scale for pre-training, they can fail to
capture the complexity of real-world vulnerabilities required for
variant analysis.

III. RESEARCH GAPS AND QUESTIONS

We identified three research gaps from our literature review.
First, extant code transformations scale poorly across massive
OSS repositories. Second, current sequence-based embedding
models lack the structural context crucial for detecting
vulnerability semantics. Third, existing contrastive learning
methods rely on synthetic bug injections that fail to capture the
real-world complexity needed for variant analysis. Based on the
research gaps, we pose the following questions:

1. How can we develop a scalable framework for variant
analysis across OSS?

2. How can we leverage structural data to improve retrieval
quality and patch discrimination?

3. How can we create augmentations of existing real-world
vulnerabilities at scale to support variant analysis?
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IV. RESEARCH DESIGN

To address the research questions, we propose a three-phase
research design (Fig. 1). Phase 1 encompasses data collection,
extracting vulnerable—patched code pairs from real-world patch
commits. Phase 2 demonstrates the AVA framework, which
generates data to learn representations of vulnerable code and
their remediated counterparts for variant retrieval. Phase 3
evaluates AVA by comparing alternative loss functions,
structural representations, and model configurations. The
following sections describe each phase.

A. Phase 1. Data Collection

To obtain real-world vulnerable and patched code, we
collected vulnerability records from the Open Source
Vulnerabilities (OSV) and Common Vulnerabilities and
Exposures (CVE) databases. We then retrieved patch commits
for each CVE using the GitHub API and the associated commit
URL. Each patch commit contains a patch diff (line-level
changes between vulnerable and patched code), where deleted
lines are labeled as vulnerable code and added lines as patched
code. The patch diffs directly reflect the state of the codebase
before and after the patch was applied, offering ground-truth
labels. We retained vulnerabilities from the five most prevalent
language groups: PHP, Java, JavaScript, Python, and C-family
languages, yielding 60,758 patch diffs spanning 15,692 CVEs.

B. Phase 2. Automated Variant Analysis (AVA) Model

AVA is aretrieval model designed to identify unremediated
vulnerability variants across OSS repositories and operates in
three phases:

1) Data Augmentation. Vulnerable code clone detection
suffers from a scarcity of verified variant data [25]. To generate
positive training pairs at scale, we implement an LLM-driven
augmentation pipeline that creates syntactically diverse but
vulnerability-preserving variants of known vulnerabilities
(shown in Fig. 2).

To generate variants of each vulnerable snippet, we used
Devstral-Small-2, a 24-billion-parameter instruction-tuned
model with a 256,000-token context window selected for its
software engineering benchmark performance [31]. Because a
syntactically valid transformation may inadvertently eliminate
the original vulnerability, we integrate Semgrep into the

generation process to provide a scalable approximation for
preserving vulnerability.

The vulnerable snippet and its patched counterpart are
provided jointly to the language model to generate a
vulnerability-specific Semgrep rule. The rule is retained only if
it flags the vulnerable version but not the patch. The vulnerable
snippet is then transformed using five augmentation operators
adapted from extant contrastive code-learning research [29]: (1)
identifier permutation, (2) control-flow restructuring, (3) data-
flow reordering, (4) dead-code injection, and (5) logic
mirroring. Each generated variant is reinserted into its source
file, checked with a language-specific linter to remove
syntactically invalid outputs, and evaluated using the validated
Semgrep rule. Variants not flagged by the rule are removed.
This procedure yields 12,461 variants for AVA training.

2) Token Projected Graph (TPG). Vulnerability detection
frameworks often rely on CPGs to capture structural context
[11], [23]. However, CPG construction requires complete,
compilable code, causing traditional tools to fail on the
fragmented code snippets common in real-world patch diffs
[13]. To overcome this, we propose the TPG, a lightweight
alternative inspired by recent literature [32]. We use Tree-sitter
(a fault-tolerant parser that generates ASTs from raw,
incomplete source code across over 40 languages) [33] as our
structural backbone, from which we derive control- and data-
flow edges using three lightweight heuristics. The TPG is
constructed in four stages, illustrated in Fig. 3. First, we
tokenize our collected source code into a flat sequence of
subword tokens, mapping each token's character offset to a
byte-to-token dictionary. Second, Tree-sitter builds an AST
over the same source code in parallel to annotate every leaf node
with its start and end byte positions and a type label (e.g.,
identifier, type identifier, call, etc.). Third, we implement byte
alignment to unify the two representations, mapping AST nodes
directly to token indices. Fourth, graph assembly applies three
heuristics to construct the final heterogeneous graph (1) every
token that is identified as a leaf by Tree-sitter becomes a node,
(2) control-flow edges (denoted in blue arrows) are drawn from
each identifier token in a condition branch to every identifier
token in the corresponding body branch, encoding that the body
only runs when the condition holds, and (3) data-flow edges
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(denoted in red arrows) chain together all tokens belonging to
the same variable, linking fragmented subword pieces of the
same identifier and connecting repeated occurrences of the
same variable across the snippet. The resulting TPG is a
structural representation that bypasses the computational
overhead of traditional CPG generation.
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3) Fine-tuning. Prior work demonstrates that combining
sequential encoders with structural graph representations
produces richer code embeddings than either alone [29]. AVA
therefore adopts a hybrid architecture that fuses a pre-trained
sequence encoder with TPG-derived structural signals, fine-
tuned using patch-weighted contrastive loss. The intuition is
that the model has to learn vulnerability semantics by
recognizing the same flaw across diverse variants while
pushing the patch away. Representations grounded in
vulnerability semantics rather than token overlap will naturally
cluster variants together and push the patch away. First, the
encoder (jina-embeddings-v2-base-code) processes the full
source code to produce contextual token embeddings capturing
syntax. Second, these embeddings are projected onto the TPG
as initial nodal features. A Heterogeneous Graph Transformer
(HGT) updates these nodes by propagating signals along data-
flow and control-flow edges, enriching representations with
dependencies. Third, the updated graph embeddings are
mapped back to token positions in a zero-filled tensor of the
same length. A cross-attention layer fuses these
representations, using Jina token embeddings as queries and
the graph tensor as keys and values, producing a hybrid
embedding based on linguistic and structural context. Fourth,
these are aggregated into a single embedding through masked
mean pooling across all non-padding tokens. Fifth, the model

is trained using a patch-weighted contrastive loss that assigns
a weight multiplier for patched samples in the denominator.

exp(sim(zi, Zj)/‘t)

where P (i) denotes the set of positive indices for anchor i
(i.e., vulnerability-preserving variants of the same CVE), z
represents the normalized embedding, T is the temperature
parameter, and wy, is a weight multiplier applied to patched
samples in the denominator. By inflating w, for patched
negatives relative to unrelated files (i.e., code from another
CVE), the loss explicitly increases the penalty for embedding a
vulnerability near its corresponding fix. This teaches the model
the boundary between a flaw and its patch. Finally, the
embeddings are indexed using Facebook Al Similarity Search
(FAISS) to enable nearest-neighbor retrieval. When a
vulnerable embedding is queried, the model's retrieval quality
and patch discrimination are evaluated.

C. Phase 3. Evaluation

We evaluate AVA through three experiments, summarized
in Table 1. First, to assess the contribution of the training
objective, we compare the patch-weighted supervised
contrastive loss with a triplet loss using sequence-based code-
embedding models. Second, we evaluate structural
effectiveness by comparing the proposed TPG against Joern
CPG , a widely established tool for CPG generation, using
graph-only models [11], [23]. Third, because AVA integrates
both sequential and structural representations, we benchmark its
end-to-end performance against prevailing hybrid code
embedding models. We benchmarked AVA against baseline
models utilized in the literature for code clone detection and
vulnerability detection [29].

To assess retrieval quality, we rely on standard Information
Retrieval (IR) metrics prevalent in code clone detection
literature [24], [29]: HitRate@1 (top-1 recall), R-Precision
(proportion of relevant variants in top-R results), NDCG@5
(rank-sensitive quality), and Mean Average Precision (MAP).
However, standard IR metrics only reward retrieval of a
vulnerable variants, they do not penalize the retrieval of a
patched version, which would introduce false positives in a real-
world security environment. Therefore, we introduce three
security-specific metrics: Mean Margin (the average distance
between a variant and its patch in the embedding space),
Patch@S5 (the frequency of patched code erroneously appearing
in the top-5 results), and Discrimination Accuracy (the model's
overall accuracy in separating vulnerable from patched code).

1) Experiment 1. We compared our patch-weighted
Supervised Contrastive Loss (SupCon) against a standard
Triplet Loss across four state-of-the-art code embedding models
(CodeBERT, CodeT5+ , CODESAGE, and Jina V2). Our
results indicate that patch-weighted SupCon consistently
outperforms Triplet Loss across all four models. The data
reveals a performance gap driven by the optimization strategies:
while standard Triplet Loss optimizes only local pairwise
relationships (failing to push near-identical patched code far



TABLE L

EXPERIMENTS

Experiment 1
Model R-Precision HitRate@1 NDCG@5 MAP Mean Margin Patch@5 Disc Acc
CodeBERT 77.94 86.52 90.21 86.48 0.2123 56.59 60.48
Triplet CodeT5+ 87.24 91.14 95.35 92.55 0.3364 47.23 74.88
Loss CODESAGE 87.48 90.76 94.83 92.37 0.4875 35.81 78.51
JinaV2 94.05 95.22 97.42 96.15 0.4532 42.38 93.3
CodeBERT 86.74 91.91 93.9 93.35 0.1938 54.82 69.72
Sup Con CodeT5+ 89.38 93.37 95.46 94.03 0.4723 33.46 79.04
CODESAGE 90.77 92.76 94.01 93.49 0.5642 19.90 92.14
Jina V2 92.95 93.99 95.16 94.83 0.6763 19.00 94.14
Experiment 2
GraphSAGE 79.31 81.58 88.74 87.37 0.0107 83.82 66.72
GAT 67.79 68.65 78.50 77.26 0.0112 84.13 66.02
6 Graph Transformer 77.83 79.88 87.87 86.27 0.0092 85.06 64.71
GCN 80.08 81.27 88.89 87.65 0.0103 84.60 65.09
GIN 81.11 82.74 89.60 88.41 0.0127 83.51 67.88
GGNN 80.17 81.42 89.26 87.78 0.0101 84.37 66.02
GraphSAGE 63.02 64.09 72.93 71.55 0.0027 74.92 38.78
GAT 58.30 48.37 67.85 65.67 0.0028 75.00 40.02
Joern Graph Transformer 59.96 50.93 69.27 67.55 0.0025 75.46 40.79
CPG GCN 59.60 54.10 69.68 67.99 0.0023 75.93 39.63
GIN 59.26 44.04 68.30 66.46 0.0049 72.99 40.40
GGNN 59.53 44.04 68.48 66.47 0.0049 75.15 38.85
Experiment 3
UniXcoder 82.05 65.02 86.69 84.86 0.2537 64.64 62.87
Hybrid GraphCodeBERT 83.85 72.57 89.10 87.38 0.2950 54.30 70.11
Models AVA (TPG) 93.96 94.74 96.23 95.96 0.4622 40.79 94.04
AVA(Joern CPG) 93.41 93.19 97.39 95.49 0.4378 44.1 90.87
Jina V2 (baseline) 92.95 93.99 95.16 94.83 0.6763 19.00 94.14

enough away), SupCon’s batch-wide objective simultaneously
clusters variants of the same vulnerability while repelling
patched code. In vulnerability variant analysis, this performance
gap is critical; because a vulnerability and its patch share token
and syntactic overlap, a model that cannot separate them will
surface remediated code as a vulnerable variant, triggering false
positives. This trade-off is best illustrated by Jina V2. Under
Triplet Loss, Jina V2 achieves high raw retrieval rates but poor
patch isolation, finding variants but failing to reliably exclude
their fixes. Under SupCon, Jina V2 trades a small amount of
retrieval volume for substantially greater separation between
the variant and the patch. In practical code clone detection, this
outcome means security analysts are presented with a cleaner,
actionable list of unpatched code that genuinely requires
remediation, preventing alert fatigue and saving valuable hours.

2) Experiment 2. To assess the effectiveness of TPGs in
capturing vulnerability semantics, we compared our proposed
TPG against the industry-standard Joern CPG using graph-only
models. Our results show that TPGs yield superior retrieval
metrics by preserving semantic similarity through token-level
granularity. However, because a vulnerability and its patch
share nearly identical topologies, the TPG struggles to
discriminate between patches. Although Joern CPG appears to
discriminate patches better, this does not reflect an
understanding of vulnerability. Joern CPG’s strict parser is
sensitive to minor changes, causing it to push all samples apart
regardless of relatedness. Consequently, this experiment
demonstrates that purely structural, graph-only representations
are not suited for the highly localized task of distinguishing
vulnerabilities from their patches.

3) Experiment 3. To measure end-to-end performance, we
benchmarked the complete AVA framework against prevailing

graph-augmented hybrid models. The data revealed two major
architectural findings. First, graph structure cannot replace raw
sequence capacity; structure-aware baselines with shorter
context windows (UniXcoder and GraphCodeBERT) truncate
critical code regions and consistently underperform Jina-based
configurations, proving that structural augmentation cannot
compensate for a restricted token window. Second, adding
graph structure to Jina V2 yields only marginal retrieval gains
while actively worsening patch discrimination. Because the
graph transformer propagates signals based on topology, and a
patch shares a nearly identical structural layout with its
vulnerable version, the graph layer inadvertently pulls patched
code back into the wvulnerable clusters, partially undoing
SupCon's separation. Consequently, the sequence-only Jina V2
with patch-weighted SupCon remains the most effective and
practical configuration for variant analysis. For practitioners,
this outcome demonstrates that cross-repository variant
retrieval does not require complex graph representations; a
robust contrastive objective applied to a strong sequence
encoder is sufficient to locate unpatched vulnerable clones
while reliably excluding patches from retrieval results.

V. CONCLUSION

This work introduced the AVA model to address scalability
and data issues in detecting vulnerability variants in OSS eco-
systems. AVA includes an LLM-driven data augmentation
pipeline and a TPG for scalable structural extraction. Experi-
ments show that while structural context preserves semantic
similarity, it hampers patch discrimination due to similar graph
topology, pulling patched code back into the vulnerable cluster.
Results indicate Jina V2 + patch-weighted Supervised Contras-
tive Loss outperforms graph-augmented models. The study



demonstrates that learning vulnerability semantics from real
patch diffs offers a scalable basis for variant analysis. Future
directions include developing a rigorous validation pipeline for
data augmentation to ensure variants retain flaws, and exploring
multi-task learning by adding an auxiliary classifier for better
patch discrimination.
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